SECURE OKLAHONMA

PROTECTING OKLAHOMA
n‘ ONE EVENT AT A TIME

A Message from Governor Stitt

Oklahoma’s public safety agencies work diligently to protect and
secure Oklahoma’s high value targets and events. | charged our
leaders to create this guide to further aid and support the invaluable
work you are already doing to keep Oklahoman’s safe. As Governor
of Oklahoma, | want to express my deepest thanks to you, members
of Oklahoma’s public safety agencies, for implementing the best
practice security and safety protocols reflected in this guide to help
secure the events in our communities.
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_ POINT VALUE 1 POINT VALUE 2 POINT VALUE 3 POINT VALUE 4 POINT VALUE 5 m

PROJECTED
LArviEL e <5,000 5,001-15,000 15,001-30,000 30,001-40,000 > 40,000
(SEE CROWD SIZE
ESTIMATOR BELOW)
PROFESSIONAL
TYPE OF PRIVATE INTERSCHOLASTIC INTERCOLLEGIATE COMMUNITY OR SPORTING OR
EVENT POLITICAL
CONCERT
VENUE TYPE INDOOR INDOOR OUTDOOR OUTDOOR
AND ACCESS RESTRICTED UNRESTRICTED RESTRICTED UNRESTRICTED
CRIMINAL THREAT OR ATTACK || THREAT OR ATTACK THREAT OF
INTELLIGENCE oL LA OVERSEAS STATESIDE VIOLENCE
VIP AND PRESS SINGLE VIP/ SINGLE VIP/ CONTROVERSIAL VIP/ MULTIPLE VIP/ THREAT ON VIP/
NO PRESS PRESS PRESS PRESS PRESS
HISTORY OF
THREAT PREVIOUS ARRESTS || DEADLY WEAPONS
ALCOHOL PRESENT DISTURBANCES/ PROTEST INVOLVED
ASSESSMENT OR HISTORY ALLOWED
MEDICAL CALLS
TRAFFIC
PROXIMITY >500 YARDS 499 -250 YARDS 249-150 YARDS 149-50 YARDS <50 YARDS
RATING (TOTAL)
: N S >
Kd 2 3 ol *
Rating |3'% 1-7 8-14 3¢ 15-21 3¢ 22+
d N A (<
Sl 2
:’ﬁ‘: *If your rating is 22 or over, contact OCTIC (405)842-8534. Additional resources are necessary.
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COMMAND AND COORDINATION RATING RESOURCES

PLANNING IS EVERYTHING. A PROPERLY DEVELOPED PLAN
IDENTIFIES ROLES AND RESPONSIBILITIES, WHAT NEEDS TO BE
ACCOMPLISHED, HOW IT IS GOING TO BE ACCOMPLISHED, AND

WHO IS GOING TO ACCOMPLISH IT. PUBLIC SAFETY AND
SECURITY OPERATIONS FOR A PLANNED EVENT SHOULD
ALWAYS HAVE A WRITTEN PLAN.

IDENTIFY INCIDENT s ‘ﬁ A6l - USDOJ PLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
> A -
COMMANDER/UNIFIED COMMAND 3 ¢ 9 || D, ¢ ELENIS
IN A PLANNED EVENT. THE INGIDENT COMMAND IS 4ﬂ_» ﬂ 4'_\‘ PAGE 29 INTEGRATED COMMUNICATIONS COMMAND CENTER
RESPONSIBLE FOR THE 6VERALL MANAGEMENT OF THE * 1€S ORGANIZATIONAL STRUCTURE AND ELEMENTS
PUBLIC SAFETY AND SECURITY OPERATIONS OF A THE EVENT.
ESTABLISH INCIDENT COMMAND A%l 20&.|| - 'CS ORGANIZATIONAL STRUCTURE AND ELEMENTS
SYSTEM (ICS) STRUCTURE & FUNCTIONS X YR X S
DEPENDING ON THE SIZE AND COMPLEXITY OF THE EVENT > =
ACTIVATE THE ICS FUNCTIONS OF OPERATIONS, PLANNING,
LOGISTICS, AND FINANCE/ADMINISTRATION AS APPROPRIATE.
LOCAL EMERGENCY MANAGEMENT A%.| 2A%.|[ - STATEEMERGENCY MANAGEMENT CONTACT LIST BY COUNTY
AGENCY (LEMA) I P
COORDINATE PLANNING AND OPERATIONS WITH THE LOCAL = -
EMERGENCY MANAGEMENT DIRECTOR. THE LEMA CAN
PROVIDE COORDINATED SUPPORT TO THE PUBLIC SAFETY AND
SECURITY OPERATIONS.
DEVELOP INCIDENT ACTION PLAN OR aA%.|| 4%, |[ - INCIDENT ACTION PLANNING PROCESS
‘Q‘ ""’;f « THE EVENT SAFETY GUIDE PAGE 9 PLANNING AND MANAGEMENT

« CISA AASB SECURITY PLANNING WORKBOOK

e CISA MASS GATHERING SECURITY PLANNING TOOL FACT SHEET

* MASS GATHERING SECURITY PLANNING TOOL USER GUIDE

e VEHICLE GUIDE FACT SHEET

¢ VEHICLE RAMMING SELF ASSESSMENT TOOL

« IACP SMALL-SCALE SPECIAL EVENT PREPAREDNESS PAPER 2018
PAGE 4 EVENT ACTION PLAN DEVELOPMENT

RESOURCE MANAGEMENT RATING RESOURCES

IDENTIFY SECURITY WORKFORCE Y A%, A%, |[ - USDOIPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
IDENTIFY THE NUMBER OF PERSONNEL RESOURCES REQUIRED D .|, | EVENTS
TO PERFORM THE PUBLIC SAFETY & SECURITY TASKS, PN AN ([N PAGE 21 DETERMINING & ACQUIRING THE SECURITY WORKFORCE
DETERMINE WHAT YOU HAVE TO WORK WITH, AND DETERMINE
WHAT YOU NEED TO REQUEST.
IDENTIFY SPECIALIZED RESOURCES A%, [ :A%,|[ - USDOIPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
IDENTIFY THE VARIOUS SPECIALIZED SERVICES (SWAT, .|| P &4 EVENTS
TACTICAL TEAMS, HAZMAT, BOMB SQUAD, K9 SWEEPS, ETC) ol el PAGE 25 SPECIALTY SECURITY SERVICES
REQUIRED FOR LAW ENFORCEMENT, FIRE/RESCUE, AND EMS. + REGIONAL RESPONSE SYSTEM
COMMUNICATIONS RATING RESOURCES
PREPARE INTEROPERABLE “‘ < ‘ﬁ ‘j 4v || + USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
= e - (| =Y |l EVENTS
COMMUNICATIONS PLAN b IX ¢ . &> ¢ =
A A || NS PAGE 27 COMMUNICATIONS & COMMUNICATIONS TECHNOLOGY
INTEROPERABILITY IS THE ABILITY FOR PUBLIC SAFETY S S S
PERSONNEL TO TALK WITH ONE ANOTHER VIA
COMMUNICATION SYSTEMS -TO EXCHANGE VOICE AND/OR
DATA WITH ONE ANOTHER ON DEMAND AND IN REAL-TIME.
PERFORM FREQUENCY COORDINATION D, A’ y + FREQUENCY COORDINATION (FC)
COORDINATE THE APPROVED USE OF SHARED > @
INTEROPERABILITY AND MUTUAL AID ns ‘ﬁ A
FREQUENCIES AND CHANNELS.
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https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://training.fema.gov/emiweb/is/icsresource/assets/ics%20organizational%20structure%20and%20elements.pdf
https://training.fema.gov/emiweb/is/icsresource/assets/ics%20organizational%20structure%20and%20elements.pdf
https://oklahoma.gov/content/dam/ok/en/oem/documents/AOklahoma%20Emergency%20Management%20Directors%20Nov%2007%202024.pdf
https://training.fema.gov/emiweb/is/icsresource/assets/incident%20action%20planning%20process.pdf
https://training.fema.gov/is/courseoverview.aspx?code=IS-15.b&lang=en
https://static1.squarespace.com/static/6154c1e0c2f7b519ccf2e2a9/t/649dbdea20cc2f0c1ce8395a/1688059377837/The%2BEvent%2BSafety%2BGuide.pdf
https://www.cisa.gov/sites/default/files/2023-10/CISA_AASB_Security_Planning_Workbook_508_Compliant_20230929.pdf
https://www.cisa.gov/sites/default/files/2024-05/mass-gathering-security-planning-tool-fact-sheet_05-24-2024_508.pdf
https://www.cisa.gov/sites/default/files/2023-02/Mass_Gathering_Security_Planning_Tool_User_Guide.pdf
https://www.cisa.gov/sites/default/files/2024-04/Vehicle_Guide_Factsheet_20240423_508.pdf
https://www.cisa.gov/vehicle-ramming-self-assessment-tool
https://www.theiacp.org/sites/default/files/2018-08/SpecialEventPreparednessPaper2018.pdf
https://www.theiacp.org/sites/default/files/2018-08/SpecialEventPreparednessPaper2018.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://www.oklahoma.gov/homeland-security/regional-response-system.html
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://www.oklahoma.gov/homeland-security/interoperable-communications/fc.html
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INTELLIGENCE/INVESTIGATIONS

RATING RESOURCES
FUNCTION
PRE-EVENT delaelaelael SPECIAL EVENT THREAT ASSESSMENT
EARLY N THE SPECIAL EVENT PLANNING PROCESS, LAW || "3 (: - = 3 (‘ 3 ‘: « OKLAHOMA COUNTER TERRORISM INTELLIGENCE CENTER (OCTIC)
ENFORCEMENT NEEDS TO CONDUCT A COMPREHENSIVE || 20 [| 7/ g0 | g || 4 || - THEEVENT SAFETY GUIDE
THREAT AND RISK ASSESSMENT REGARDING THE SPECIAL . PAGE 17 THE EVENT HAZARD/RISK ASSESSMENT
EVENT IN ORDER TO PLAN FOR POSSIBLE SITUATIONS. « USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
EVENTS
PAGE 15 CONDUCT THREAT & RISK ASSESSMENTS
» USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
EVENTS
PAGE 45 PRE-EVENT INTELLIGENCE
DURING EVENT Y I B USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
LAW ENFORCEMENT CONTINUOUSLY GATHERS INFORMATION :’ & :’ & EVENTS
FROM MULTIPLE SOURCES, ANALYZES IT, AND MAINTAINS A A || TIND PAGE 45 INTELLIGENCE DUING THE EVENT
COMMON OPERATING PICTURE WHILE LOOKING FOR REALTIME
INDICATORS OF CRIMINAL AND TERRORIST BEHAVIOR OR
ACTIVITY.
EVENT PUBLIC SAFETY AND SECURITY RATING RESOURCES
OPERATIONS
CONTROLLED ACCESS EVENT a6 el el el USDOJ PLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
A /3 A /3

ANY EVENT, INDOOR OR OUTDOOR, WHERE A TICKET, .. ¢ ’ B IS EVENTS
WHETHER PAID FOR OR FREE, IS REQUIRED FOR ALL PERSONS || 7S || /g ]| Zoma® || 7im® PAGE 33 ACCESS CONTROL SCREENING PHYSICAL SECURITY
TO GAIN ACCESS TO THE VENUE. ACCESS CAN ONLY BE
GAINED THROUGH DESIGNATED ENTRANCES WHERE TICKET
HOLDERS ARE SCREENED AND BAGS INSPECTED.

SCREENING & INSPECTION ah 4y a \3 Y\ \\2 « USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
,‘ﬁ; " K A2 ST
PERSONS & BAGS b I IR XS )ﬂ(‘ a,.e o=
Ll d N »

> PAGE 34 MIDDLE PERIMETER SECURITY

DEPENDING ON THE SCALE AND IMPORTANCE OF THE SPECIAL . BAG SEARCH PROCEDURES

EVENT, SCREENING PARTICIPANTS MAY INVOLVE A

COMBINATION OF THE FOLLOWING TO PREVENT PROHIBITED
ITEMS AND WEAPONS FROM ENTERING THE VENUE: (A) VISUAL
INSPECTION, (B) REQUIRE PERSON TO OPEN OUTER CLOTHING,

(C) PAT DOWN OUTER CLOTHING, (D) WALK-THROUGH METAL
DETECTORS, (E) HAND-HELD METAL DETECTOR WANDS, AND (F)

INSPECTION OF BAGS AND PURSES.

« VENUE SECURITY SCREENING GUIDE

PUBLIC VENUE SECURITY SCREENING GUIDE TOUCHLESS
SCREENING

CREDENTIALING BY EVENT ORGANIZERS A6, USDOJ PLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
A CREDENTIAL IDENTIFIES SPECIFIC INDIVIDUALS WHO ARE :’ 2 EVENTS
ALLOWED ACCESS TO A VENUE FOR A PURPOSE AND TO N PAGE 46 CREDENTIALING
ENHANCE THE ABILITY OF LAW ENFORCEMENT TO
CONTROL ACCESS TO SECURE AREAS, FACILITIES, AND
EVENTS.
PRE-EVENT VENUE aellael @e, USDOJ PLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
|| A » EVENTS
PL’:E:/EETCSI)::P': ?::;?E \i:YJEEAZSBE v“ \ § ?ﬂg‘ ?ﬂ(‘ PAGE 37 INNER PERIMETER SECURITY
PERFORMED BY EVENT STAFF, LOCAL FIRST RESPONDERS, OR :\?EDS_:'SDLANN'NG & MANAGING SECURITY FOR MAJOR SPECIAL
EXPLOSIVE DETECTION CANINE TEAMS TO LOCATE ANY EVENTS
SUSPICIOUS ARTICLES, POSSIBLE IED/WMD, AND WEAPONS. PAGE 25 EXPLOSIVE DETECTION CANINES AND HANDLERS
THIS CAN INLCUDE ROOFTOP SWEEPS USING UAS / DRONES.
PROTESTORS / DEMONSTRATIONS / A, USDOJ PLANNING AND MANAGING SECURITY FOR MAJOR SPECIAL
B » EVENTS
FREE SPEECH ZONES 3 PAGE 67 PLANNING FOR AND MANAGING DEMONSTRATIONS
AN EVENT MAY DRAW PROTESTORS OR DEMONSTRATIONS. S

BASED ON THE THREAT AND RISK ASSESSMENT
PREPARATIONS MAY BE NEEDED TO ADDRESS THEM.
CONSIDER ESTABLISHING "FREE SPEECH ZONES" WHICH ARE
AREAS SET ASIDE SPECIFICALLY FOR PROTESTERS AND
DEMONSTRATORS TO EXERCISE FREEDOM OF SPEECH.
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https://oklahoma.gov/content/dam/ok/en/homeland-security/documents/secure-ok-now-seta.pdf
https://oklahoma.gov/dps/programs-services/octic.html
https://static1.squarespace.com/static/6154c1e0c2f7b519ccf2e2a9/t/649dbdea20cc2f0c1ce8395a/1688059377837/The%2BEvent%2BSafety%2BGuide.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://www.cisa.gov/sites/default/files/publications/public_venue_bag_search_procedures_guide_3jun2019_v2_final_508.pdf
https://www.cisa.gov/sites/default/files/publications/Public%2520Venue%2520Security%2520Screening%2520Guide_508.pdf
https://www.cisa.gov/sites/default/files/publications/public-venue-security-screening-guide-touchless-screening-annex-112021-508.pdf
https://www.cisa.gov/sites/default/files/publications/public-venue-security-screening-guide-touchless-screening-annex-112021-508.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
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EVENT PUBLIC SAFETY AND SECURITY

OPERATIONS RATING RESOURCES

SECURING POINTS OF INGRESS/EGRESS l#&‘ Y\

Y\\J
INVOLVES SECURING WINDOWS, DOORS, GATES, AND ‘ﬁ‘ >‘~‘
, , y ] % <
ENTRYWAYS TO RESTRICT ACCESS TO APPROPRIATE kK PR X '5‘ ’ﬂ( ?ﬁ(
PERSONS. IT IS PERFORMED IN CONJUNCTION WITH
DEDICATED CHECKPOINTS WITH CONTROLLED ACCESS,
SCREENING, AND INSPECTION FUNCTIONS.

BARRIERS, BOLLARDS, AND DAY

IMPROVISED BARRIERS InE [P

BARRIERS CAN BE USED TO RESTRICT ACCESS TO CERTAIN .
AREAS WHERE EVENTS ARE TAKING PLACE. THESE TYPES OF
BARRIERS HAVE DIFFERENT FUNCTIONS, FROM DETERRING
MOTOR VEHICLE ACCESS TO DETERRING FOOT TRAFFIC
ACCESS TO EVENT AREAS. BOLLARDS (REINFORCED POLES)
ARE A USEFUL AND PERMANENT OPTION IN RESTRICTING
MOTOR VEHICLE ACCESS TO AN EVENT AREA. IMPROVISED
BARRICADES CAN BE ANYTHING ACCESSIBLE TO LAW
ENFORCEMENT AT THE TIME (LEO UNITS, LARGE HEAVY
VEHICLES (E.G., BUSES, DUMP TRUCKS, GARBAGE TRUCKS,
ETC.) THAT WILL DETER ACCESS TO AN EVENT AREA.

TRAFFIC CONTROL Do .| A
TRAFFIC CONTROL PROCEDURES FOR LARGE-SCALE EVENTS DD D, &4 EVENTS
ARE ESSENTIAL FOR ENSURING SAFETY, REDUCING ” AT || TS PAGE 33 OUTER PERIMETER SECURITY
CONGESTION, AND PROVIDING SMOOTH ACCESS. SOME KEY USDOJ PLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
COMPONENTS INCLUDE PLANNING AND COORDINATION, EVENTS
ROAD CLOSURES AND DETOURS, SIGNAGE AND PAGE 41 TRANSPORTATION/TRAFFIC
COMMUNICATION, PARKING AND DROP-OFF ZONES,
PEDESTRIAN TRAFFIC, TRAFFIC CONTROL PERSONNEL,
EMERGENCY ACCESS, AND POST-EVENT TRAFFIC
MANAGEMENT.

SECURING INTERSECTIONS

SECURING INTERSECTIONS IS A VITAL PART OF ANY EVENT.
THIS INCLUDES PROTECTING INGRESS AND EGRESS ROUTES
FOR VIPS AND RESTRICTING ACCESS TO CERTAIN STREETS
WITHIN THE EVENT AREA. THIS CAN BE ACCOMPLISHED IN
MULTIPLE WAYS, THROUGH LEO MARKED UNIT AND
PRESENCE, BARRICADES, AND SIGNAGE POSTED THAT
CERTAIN DIRECTIONS FROM THESE INTERSECTIONS ARE
PROHIBITED.

COUNTER IMPROVISED EXPLOSIVE X
DEVICES (C-IED) v" W

THE OPERATIONS SHOULD FOCUS ON PREVENTING,
DETECTING, AND MITIGATING IED/WMD THREATS THROUGH
INTELLIGENCE GATHERING, RISK ASSESSMENT, SECURITY
MEASURES, AND COORDINATION WITH FIRST RESPONDERS
AND EVENT STAFF. PRE-EVENT SWEEPS & INSPECTIONS AND
DETECTION AND RESPONSE TO POSSIBLE IED/WMD ARE KEY
ASPECTS.

OVERWATCH - TACTICAL SNIPER TEAMS K A
TRAINED SNIPER PERSONNEL WHO ARE ATTACHED TO > &
SPECIAL WEAPONS AND TACTICS TEAM (SWAT) OR TACTICAL N> || "
RESPONSE TEAM (TRT). OCCUPYING HIGH GROUND AND
PROVIDING SURVEILLANCE OF THE CROWD FOR SUSPICIOUS
ACTIVITY, COUNTER-SNIPER CAPABILITY, AND RESPONSE
CAPABILITY TO ANY THREAT TO HUMAN LIFE.

OVERWATCH-CCTV SYSTEM “‘“ “‘ « USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
A 1] 4
REAL-TIME VIDEO MONITORING IS A FORM OF SURVEILLANCE a ﬁ a f‘ EVENTS
WHERE A LIVE VIDEO FEED OF AN AREA OF INTEREST IS A || VNS
MONITORED, TYPICALLY BY LAW ENFORCEMENT PERSONNEL.

a‘“ « USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
< “ EVENTS

> PAGE 33 OUTER PERIMETER SECURITY

VEHICLE RAMMING ACTION GUIDE

K2
¢

USDOJ PLANNING & MANAGING SECURITY FOR MAJOR SPECIAL

USDOJ PLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
a ‘4 EVENTS

ﬂ.' PAGE 53 HAZMAT/WMD DETECTION, RESPONSE. AND MANAGEMENT
VEHICLE BORNE IED IDENTIFICATION: PARKED VEHICLES

.4
' S §
€

TACTICAL RESPONSE AND OPERATIONS STANDARD FOR LAW
ENFORCEMENT AGENCIES

1/
< '«
A
.
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https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://www.cisa.gov/sites/default/files/2025-03/CISA_Vehicle_Ramming_Action_Guide_20250319_508.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://www.cisa.gov/sites/default/files/2023-04/VBIED%20Identification%20Flip%20card%20Digital%20Final%20v2.0.pdf
https://ntoa.org/pdf/TROS.pdf
https://ntoa.org/pdf/TROS.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
https://portal.cops.usdoj.gov/resourcecenter/content.ashx/cops-w0703-pub.pdf
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EVENT PUBLIC SAFETY AND SECURITY

OPERATIONS RATING RESOURCES

OVERWATCH -PUBLIC SAFETY UAS 26l el W,
LAW ENFORCEMENT OPERATED UNMANNED AERIAL SYSTEMS - ” f: ” (:
|
(UAS)-DRONES PROVIDE LIVE VIDEO FEED OF AN AREA, Y (‘ VS || TN
ACTIVITY, INDIVIDUAL, GROUP, VEHICLE, OR ITEM OF
INTEREST.
COUNTER ASSAULT TEAMS (CAT) &) A% - USDOIPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
COMPRISED OF TRAINED SPECIAL WEAPONS AND TACTICS b ) > EVENTS
TEAM (SWAT) OR TACTICAL RESPONSE TEAM (TRT) WHO ARE 4&‘ 4ﬁ = PAGE 61 TACTICAL SUPPORT AND CRISIS MANAGEMENT
PRE-POSITIONED TO RESPOND TO ANY KIND OR TYPE OF
ACTIVE SHOOTER, ACTIVE ASSAULT, OR THREAT TO HUMAN
LIFE AT THE EVENT.
HAZARDOUS MATERIAL RESPONSE @&, A& - USDOIPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
DEVELOPING A RESPONSE PLAN TO HAZARDOUS MATERIAL D ., 4 EVENTS
SITUATIONS AT THE EVENT AND PRE-POSITIONING OF AT TS PAGE 53 HAZMAT DETECTION, RESPONSE, & MANAGEMENT
HAZARDOUS MATERIAL RESPONSE UNITS IN CLOSE
PROXIMITY TO THE EVENT.
USDOJ RADIOLOGICAL ASSISTANCE ““ « USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL

PROGRAM 9 | ELENIS
T CI I e T E e NINED Qv PAGE 53 HAZMAT DETECTION, RESPONSE, & MANAGEMENT
RADIOLOGICAL ASSISTANCE PROGRAM

EVENT VENUE AND/OR ROUTES TO DETECT AND ADJUDICATE
SOURCES OF RADIATION. IF THERE IS AN INCIDENT NUCLEAR EMERGENCY SUPPORT TEAM (NEST)

INVOLVING RADIOACTIVE MATERIAL, THE RAP TEAM CAN
ADVISE PUBLIC SAFETY OFFICIALS, FIRST RESPONDERS, AND
LAW ENFORCEMENT PERSONNEL ON ACTIONS TO TAKE.

COUNTER-UAS PROTECTION ““) “G; « COUNTER-UNMANNED AIRCRAFT SYSTEMS (C-UAS) | HOMELAND
PROTECTS AGAINST NEFARIOUS DRONE USE THROUGH THE D diR ﬂ“ SECURITY
USE OF DETECTION, TRACKING, IDENTIFICATION, AND P PE¥ ][ « UNAUTHORIZED DRONE ACTIVITY OVER SPORTING COUNTER-

MITIGATION TECHNOLOGIES; COORDINATED RESPONSE WITH UNMANNED AIRCRAFT SYSTEMS (C-UAS)
STATE AND FEDERAL PARTNERS, AND PROCEDURES FOR . BE AIR AWARE
RaElHel NSO UNIRRIC S TSN 35 « COUNTER UNMANNED AIRCRAFT SYSTEMS (C-UAS) TECH GUIDE

SURVEILLANCE / PATROL - UNIFORMED

LAW ENFORCEMENT OFFICERS (LEO)
LEOS ALLOW THE PUBLIC TO EASILY IDENTIFY THEM AS LAW
ENFORCEMENT OFFICERS WHO CAN PRESERVE THE PUBLIC
PEACE, PROTECT LIFE AND PROPERTY, AND DETER CRIMINAL

AND TERRORIST ACTS.

SURVEILLANCE - PLAIN CLOTHES LEO
PLAIN CLOTHES LEOS PERFORM SURVEILLANCE AND/OR
INTELLIGENCE GATHERING AND THEY CAN GET CLOSER TO
THE CRIMINAL/TERRORISTIC ELEMENT TO INTERVENE.

RESPONSE FOR PUBLIC EVENTS RESOURCES

FIRE/RESCUE “‘“‘ A’ ; w‘; “‘“‘ « USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
INCLUDES RISK ASSESSMENTS TO IDENTIFY POTENTIAL FIRE || < il ol | 2 EVENTS
HAZARDS, PLANNING, ESTABLISHING CLEAR EVACUATION ?ﬁg \ (‘ ?ﬂ_( ?ﬂ.g PAGE 51 FIRE/EMS/HOSPITAL/PUBLIC HEALTH

ROUTES, AND ENSURING COMPLIANCE WITH FIRE CODES.
DEPENDING ON THE POTENTIAL FIRE HAZARDS (E.G.,
FIREWORKS), PRE-POSITIONING FIRE FIGHTING RESOURCES
CLOSE TO THE EVENT.

USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL

EMERGENCY MEDICAL SERVICES (EMS) ’Q‘ . Y \8 ,“‘; ,“GA O
THE PRIMARY GOALS OF ON-SITE EMS AT PLANNED EVENTS a (4 b & [ (‘ ’ (4 EVENTS
ARE: TO PROVIDE IMMEDIATE STABILIZATION AND TREATMENT|| <P~ [~ AN A PAGE 51 FIRE/EMS/HOSPITAL/PUBLIC HEALTH
OF INJURED OR ILL ATTENDEES, TO MITIGATE THE STRAIN ON « THE EVENT SAFETY GUIDE
THE LOCAL JURISDICTION'S EMS AND HEALTHCARE PAGE 62 MEDICAL, AMBULANCE, AND FIRST AID MANAGEMENT

INFRASTRUCTURE, AND TO PREPARE FOR, AND EFFECTIVELY
RESPOND TO, POTENTIAL MASS-CASUALTY INCIDENTS
STEMMING FROM NATURAL DISASTERS, HUMAN-CAUSED
INCIDENTS, AND TECHNOLOGICAL ACCIDENTS.
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RESPONSE FOR PUBLIC EVENTS RATING RESOURCES

HOSPITAL SYSTEM A6, 2%, |[ - USDOIPLANNING & MANAGING SECURITY FOR MAIOR SPECIAL
HOSPITALS PLAY A CRUCIAL ROLE IN SUPPORTING ON-SITE b X (B < EVENTS
EMS OPERATIONS BY PROVIDING DEFINITIVE CARE FOR A [/ PAGE 51 FIRE/EMS/HOSPITAL/PUBLIC HEALTH

PATIENTS REQUIRING TRANSPORT AND MANAGING A SURGE
CAPACITY. PLANNING FOR LARGE-SCALE EVENTS IS CRITICAL
AND REQUIRES A COLLABORATIVE, MULTI-AGENCY STRATEGY.

PUBLIC INFORMATION AND MEDIA

RATING RESOURCES
RELATIONS
PUBLIC INFORMATION OFFICER (P10) M./ 2A%,|[ - USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
A PUBLIC INFORMATION OFFICER INTERFACES WITH THE 3 &P, &4 EVENTS
PUBLIC, MEDIA, AND/OR OTHER ENTITIES WITH EVENT AND PN~ || TN PAGE 62 PUBLIC INFORMATION AND MEDIA RELATIONS
INCIDENT-RELATED INFORMATION. THE PUBLIC INFORMATION « WELCOME PUBLIC INFORMATION OFFICER AWARENESS
OFFICER ALSO MONITORS THE MEDIA, SOCIAL MEDIA, AND « NIMS BASIC GUIDANCE FOR PUBLIC INFORMATION OFFICERS
OTHER SOURCES OF PUBLIC INFORMATION.
SOCIAL MEDIA MONITORING AND USE d‘; A’ ; « NIMS BASIC GUIDANCE FOR PUBLIC INFORMATION OFFICERS
MONITORING SOCIAL MEDIA TO OBTAIN REAL-TIME 3 €| D | PAGE25DIGITAL COMMUNICATIONS
INFORMATION DURING EMERGENCIES AND TO SHARE Aa‘ \“J L4 (EM') COURSE | |S-42.A: SOCIAL MED|A |N EMERGENCY
INFORMATION ABOUT THE EMERGENCY / DISASTER. MANAGEMENT
INCIDENT WITHIN AN EVENT RATING RESOURCES
CONTINGENCY PLANNING A6, A&, | 20, |[ - 'ACPSMALL-SCALE SPECIAL EVENT PREPAREDNESS PAPER
L~ A > A » L
CONTINGENCY PLANNING FOR AN INCIDENT WITHIN THE |9y @ b X (B ¢ PAGE 6 CONTINGENCY PLAN
EVENT (IWE) CAUSED BY NATURAL HAZARDS, HUMAN- Y N~ || VPN || - ACTIVE SHOOTER PREPAREDNES
CAUSED HAZARDS, OR TECHNOLOGICAL HAZARDS. A  DE-ESCALATION SERIES
CONTINGENCY PLAN INCLUDES: (A) PROBLEM STATEMENT, (B)
OBJECTIVES, (C) PRE-EVENT ACTIONS, AND (D) TACTICS.
CRISIS COMMUNICATIONS .| 2A%.|[ - USDOIFBICRISIS COMMUNICATIONS QUICK REFERENCE GUIDE
» A 4
CRISIS COMMUNICATIONS IN RESPONSE TO AN IWE SUCH AS | % @
AN ACTIVE SHOOTER, MASS CASUALTY INCIDENT, OR ?ﬂ.g ! w'ﬂ‘
OTHER LAW ENFORCEMENT INCIDENT CAN ESTABLISH THE
TONE OF FUTURE MEDIA COVERAGE AND THE PUBLIC'S
PERCEPTION.
JOINT INFORMATION CENTER (JIC) a‘g:l A6 &) « NIMS BASIC GUIDANCE FOR PUBLIC INFORMATION OFFICERS
IN RESPONSE TO AN IWE, THE JIC, WHETHER VIRTUAL OR :’ &Y PAGE 25 DIGITAL COMMUNICATIONS
PHYSICAL, HOUSES PERSONNEL WITH PUBLIC INFORMATION |l
RESPONSIBILITIES TO PERFORM ESSENTIAL INFORMATION
AND PUBLIC AFFAIRS FUNCTIONS. THE JIC HELPS ENSURE
CONSISTENT MESSAGES, AVOID THE RELEASE OF
CONFLICTING INFORMATION, AND PREVENT ADVERSE
IMPACTS ON BOTH THE EVENT AND PUBLIC SAFETY
OPERATIONS.
POST EVENT CONSIDERATIONS RATING RESOURCES
AFTER ACTION REVIEW w Y\ w AQ >.|[ + IMPROVEMENT PLANNING - HSEEP RESOURCES - PREPAREDNESS
CONDUCT A REVIEW TO IDENTIFY STRENGTHS, AREAS OF ||+, d ’g(‘ ‘ TOOLKIT
IMPROVEMENT, AND LESSONS LEARNED FROM THE EVENT, || P&~ ~ P P3¥ 1| « USDOJPLANNING & MANAGING SECURITY FOR MAJOR SPECIAL
DEVELOP AND IMPROVEMENT PLAN FOR ANY AREAS OF EVENTS
IMPROVEMENT. PAGE 62 PUBLIC INFORMATION AND MEDIA RELATIONS
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Glossary

Counter Assault Teams (CAT) - A specialized unit within the U.S. Secret Service that provides full-time, global tactical support to the Presidential
Protective Division. On order, CAT will also provide tactical support to designated protectees, protected venues, and National Special Security
Events.

Counter Improvised Explosive Devices (C-IED) - Refers to the efforts and capabilities dedicated to countering the threat posed by improvised
explosive devices (IEDs), which are homemade bombs and destructive devices.

Credentialing - All employees (including security, law enforcement, fire department, and EMS) assigned to work inside the venue, volunteers, and
VIPs should be credentialed at the appropriate credential level. The type and level of the credential will determine areas a given person should be
able to access. All employees should be empowered to challenge violators or notify security and law enforcement personnel of unauthorized
persons in controlled areas.

Frequency Coordination - The engineering process by which technical aspects of the proposed systems and existing systems are reviewed, and
frequencies are assigned, in a manner that makes the best use of our frequency resources while limiting chances for interference between all
permanent, temporary, and future users as their needs evolve.

Incident Action Plan (IAP) - A properly developed plan identifies roles and responsibilities, what needs to be accomplished, how it is going to be
accomplished, and who is going to accomplish it. Planned event public safety and security operations should always have a written plan. The
incident action planning process, commonly referred to as the Planning P, provides a formal process with established meetings and deliverables to
mark their progress through the planning process and enable coordination of the entire team. It can and has been adapted for use in developing
incident action plans for planned event public safety and security operations. The difference between the Planning P for an emergency
incident/disaster and a planned event is the use of the leg of the “P”. During an emergency incident/disaster the leg of the “P” represents the Initial
Response to the incident/disaster and the transition from initial response to an extended response. For a planed event, the planning process begins
in the circle of the “P” with developing the objectives for the public safety and security operations based on known facts and assumptions of the
event. Before commencing the incident action planning process, the Incident Commander/Unified Command should meet with the event organizers
to learn as much as they can about the event, identify safety and security issues or concerns, and the expectations of the event organizers for public
safety and security during the event.

Incident Command System (ICS) - The Incident Command System (ICS) is a standardized approach to incident management that:

e |s used for all kinds of incidents by all types of organizations and at all levels of government; ICS is applicable to small incidents as well as large
and complex ones.

e Can be used not only for emergencies, but also for planned events.

e Enables a coordinated response among various jurisdictions and agencies.

e Establishes common processes for incident-level planning and resource management.

» Allows for the integration of resources (such as facilities, equipment, personnel) within a common organizational structure.

Incident Commander - When the planned event occurs within a single jurisdiction and without jurisdictional or functional agency overlap, the
appropriate authority designates a single Incident Commander who has overall responsibility for the management of public safety and security
operations.

Incident Within the Event (IWE) - An incident that arises caused by natural hazards, human-caused hazards, or technological hazards.

Joint Information Center (JIC) - The JIC houses joint information operations where personnel with public information responsibilities perform
essential information and public affairs functions. The JIC and the people working within it help ensure consistent messages, avoid the release of
conflicting information, and prevent adverse impacts on both the event and public safety operations. Depending on the size and complexity of the
event, it might be helpful to establish a JIC up front to provide extra PIO support.

National Incident Management System (NIMS) - A comprehensive, nationwide approach to incident management developed by the United States
Department of Homeland Security. It's a framework that helps all levels of government, non-governmental organizations, and the private sector work
together to prepare for, prevent, respond to, recover from, and mitigate the effects of incidents. NIMS provides a standardized set of principles,
processes, and vocabulary for incident management, ensuring consistency and efficiency in emergency response efforts.

Overwatch - Trained Sniper personnel who are attached to Tactical Teams are critical for site and scene security. As a rule of Overwatch, for every
500 people to be monitored, at least two (2) Snipers are required. Snipers also adhere to National Tactical Officers Association guidelines.

Risk Assessment - Evaluate potential threats specific to the event, including crowd density, venue layout, and historical threats.

Unified Command - Unified Command improves unity of effort in multijurisdictional or multiagency incident/event management. Unified Command
enables jurisdictions and those with authority or functional responsibility for the planned event to jointly manage and direct public safety and
security activities through establishing a common set of objectives, strategies, and a single Incident Action Plan (IAP). However, each participating
partner maintains authority, responsibility, and accountability for its personnel and other resources, and each member of Unified Command is
responsible for keeping other members of Unified Command informed. To determine who will be members of Unified Command, simply ask who has
jurisdiction to provide the following at the site of the planned event: law enforcement, firefighting/rescue, and emergency medical services.
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Oklahoma Resources
OKLAHOMA OFFICE OF HOMELAND SECURITY (OKOHS)
https://oklahoma.gov/homeland-security.html

(405) 425-7296
info@okohs.ok.gov

COMMUNICATIONS
https://oklahoma.gov/homeland-security/interoperable-communications.html
(405) 425-7296

info@okohs.ok.gov

INCIDENT MANAGEMENT TEAM PROGRAM (IMT)
https://oklahoma.gov/homeland-security/nims/incident-management-team.html
(405) 425-7296

info@okohs.ok.gov

OKLAHOMA COUNTER TERRORISM INTELLIGENCE CENTER (OCTIC)
https://oklahoma.gov/dps/programs-services/octic.html

(405) 842-8534

octic@dps.ok.gov

REGIONAL RESPONSE SYSTEM
https://oklahoma.gov/homeland-security/regional-response-system.html
(405) 425-7296

info@okohs.ok.gov

TRAINING
(405) 425-7296
info@okohs.ok.gov

NIMS TRAINING RESOURCES
https://oklahoma.gov/homeland-security/nims/nims-training.html

TRAINING CALENDAR
https://okohs.arlo.co/w/
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