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Supply Chain Security Standard

Introduction

Globalization of world economies has intensified the need for supply chain security beyond the
physical threat. With the rapid advancement and sophistication of technology, cyber threats now
pose significant risk to supply chain security, as well. The United States federal government
maintains a list of equipment and services that pose a threat to national security. The risks posed
by these data security threats include but are not limited to unauthorized access to the state
network, sensitive state data and individual personal data.

To increase security to the State of Oklahoma, OMES prohibits the use or acquisition of services
and products from these organizations, or any of these organizations’ predecessors, successors,
parents, subsidiaries or affiliates, that are named on the Federal Communications Commission’s
threat list.

Purpose
This document provides guidance on excluding certain services, products or suppliers identified
on the national security threat list.

Standard
OMES prohibits the use or acquisition of any services or products from suppliers or subsidiaries:

¢ on the FCC national security threat list;

e located in, or have close ties to, a country or regime that has current sanctions levied
against them by the U.S. or their allies.

Compliance

This standard shall take effect upon publication and is made pursuant to Title 62 O.S. §§ 34.11.1
and 34.12 and Title 62 O.S. § 35.8. OMES IS may amend and publish the amended standards
policies and standards at any time. Compliance is expected with all published policies and
standards, and any published amendments thereof. Employees found in violation of this standard
may be subject to disciplinary action, up to and including termination.

Rationale

To coordinate and require central approval of state agency information technology purchases and
projects to enable the chief information officer to assess the needs and capabilities of state
agencies as well as streamline and consolidate systems to ensure that the state delivers
essential public services to its citizens in the most efficient manner at the lowest possible cost to
taxpayers.

References
e List of Equipment and Services Covered by Section 2 of The Secure Networks Act.
e U.S. Department of State Economic Sanctions.

Revision history
This standard is subject to periodic review to ensure relevancy.

Effective date: 08/16/2022 Review cycle: Annual
Last revised: 10/20/23 Last reviewed: 10/20/23
Approved by: Joe Mcintosh, Chief Information Officer



https://www.fcc.gov/supplychain/coveredlist
https://www.state.gov/economic-sanctions-programs/
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